NHOOPMAIIMOHHASA ITAMSTKA
JJISA OBYYAIOIIIUXCA 1JI51 PASMEIIEHUA
HA OOUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaxIbIM TOAOM MOJIOJIC)KM B MHTEPHETE CTAHOBHUTHCS OOJBIIE, a IIKOJIBHUKU OIHH W3
CaMbIX aKTUBHBIX IOJb30Barened Pynera. Mexnay TeM, IOMHMO OIpOMHOIO KOJMYECTBA
BO3MO)KHOCTEH, HHTEPHET HECET U MpoOeMbl. DTa naMsaTKa JI0JDKHA IIOMOoYb TeOe 6e301acHo
HAXOJIUTBCS B CETH.

KoMmibroTepHbIe BUPYCBI

KoMIibtoTepHbIli BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrPAMM, OTJIMYMTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI COCOOHOCTh K Pa3MHOKEHHIO. B omomHeHne K 3Tomy,
BUPYCHl MOTYT TIOBPEIUTb WJIM TOJHOCTHIO YHUYTOXHTH Bce (Qailibl W JaHHbBIE,
IOJKOHTPOJIbHBIE I10JIb30BATENI0, OT MMEHM KOTOpOro Obula 3amylleHa 3apakKeHHas
IIporpaMMa, a TakKe IMOBPEIUTh WIM Ja)kKe YHUUYTOXKUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
daitnamu B 11esioM. B O0NBIIMHCTBE CIy4aeB pacpoOCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MeToabl 3aILUTHI OT BPEIOHOCHBIX POrPaMM:

1. Ucnonb3yil COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, MMEIOIIME CEPbE3HBI YPOBEHBb
3alllUThl OT BPEAOHOCHBIX IPOrpaMM;

2. IloctosHHO ycTaHaBiuBail mnartuu (UUQPPOBBIE 3alIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C WEIbI0 JT0pabOTKH TpOrpaMMbl) M JpyrHue OOHOBIIEHHUS CBOEH
onepalnroHHOM cucremMbl. CkaunMBail UX TOJNBKO ¢ opUIMAIbHOrO caiita pazpadorunka OC.
Ecnu cymecTByeT peskuM aBTOMaTu4eckoro OOHOBJICHUS, BKJIIOUH €T0;

3. Pa0ortaii Ha cBOeM KOMIBIOTEpE I0]] IpaBaMy MOJIb30BaTENs, a HE aAMUHUCTpATOpa. ITO
HE II03BOJMUT OOJILIIMHCTBY BpPEAOHOCHBIX MPOrpaMM HHCTAJUIMPOBAThCS HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. HUcnonb3yll aHTUBHPYCHbIE NPOTrpaMMHbIE MPOIYKTHl H3BECTHBIX IPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUI TOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHemHWE HOCUTENN HMH(OpMaluu, Takue Kak Quemnika, IUCK uiau (aiin u3
MHTEPHETA, TOJIKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (PAiiIb, MONyUYEHHBIE U3 HEHAAEKHBIX HCTOUHUKOB. Jlaxe Te
(aiinpl, KOTOpBIE MpPUCIAT TBOW 3HAKOMBINA. JIydllle yTOUHM y HEro, OTHpaBIsI JIU OH Tebe
uX.

Cetu Wi-Fi

Wi-Fi - aT0 He Bua mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Eme B
1991 rony Huzaepnanjckas kommanus 3apeructpuponana opens "WECA", uro o0o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblif nepeBoauTcs Kak "OecpoBOaAHAs TOUHOCTD".
Jlo Hamero BpemMeHM jomuia japyras aOOpeBuarypa, KoTopas SBISIETCS TakoW ke
TexHojorue. Dto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAaMEKOM Ha
CTaHJapT BbICIIEH 3ByKkoBO# TexHuku Hi-Fi, 4o B mepeBoae o3Hauaer "BhICOKAs TOYHOCTH'.
Jla, OecruraTHBIII WHTEpHET-IOCTYN B Kade, OTENsIX M a’poroprax SBISETCS OTIMYHOU
BO3MO)KHOCTBIO BbIXO/1a B MHTepHET. HO MHOrue sKCmepThl CUMTAIOT, YTO OOILIENOCTYIHbIE
Wi-Fi cetu He ABISIIOTCA O€30IIaCHBIMM.



CoBeTbl 110 0€30MaCHOCTH PadoThHI B 001e0cTYNHbIX ceTsax Wi-Fi:

1. He nepenagaii cBoto nuuHyr0 nHpopmaruo yepe3 odmenoctynasie Wi-Fi ceru. PabGoras B
HUX, KeJlaTeJIbHO HEe BBOAUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKWe-TO HOMEpa;

2. Vcnonb3yil 1 OOHOBIANW aHTHBHPYCHBIE HPOTpaMMbl U Opanamayep. Tem cambIM T
obe3omnacuIib cedst OT 3aKa4yKu BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkmoun Gynkiuio "O0mumii moctymn K daiinaM 1 mpuHTepam”.
Jannast ¢GyHKIMS 3aKpbITa MO0 YMOJYaHHIO, OJJHAKO HEKOTOPbIE IMOJIb30BATENU aKTUBHPYIOT
ee U1 ynoOCTBa UCIOIb30BaHUsl B paboTe WK yueoe;

4. He ucnonw3yit myomuunsiii WI-FI s nepenaun TUYHBIX JaHHBIX, HATPUMED TS BBIXOAA
B COIMANILHBIC CETH WJIM B JIEKTPOHHYIO TIOYTY;

5. Ucnonb3y#t Tonbko 3anuiieHHoe coenunenue yepe3s HTTPS, a ne HTTP, t.e. npu nadope
BeO-anpeca BBoaM nMeHHO "https://";

6. B MmobunsHOM Tenedone orkimoun pyakiuio "Tloakmouenue k Wi-Fi aBromarndecku'. He
JIOTTyCKall aBTOMAaTUYEeCKOTr0 OAKIIOUEHUs ycTporicTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

ConuaJbHbBIE CeTH

ConuanbHble CETH aKTUBHO BXOJAT B HAIly KM3Hb, MHOTHE JIOIU PabOTarOT U KUBYT TaM
nocTosiHHO, a B Facebook yxe 3apernctpupoBaH MUILIMAp] YEIOBEK, UTO SIBISIETCSI OJHOU
CeIbMOM BCEX JKUTENeH IIaHeTsl. MHOTHE MOJIh30BaTeN HE MOHUMAIOT, YTO WH(pOpMaLus,
pa3MelieHHasi UMH B COLMAJIbHBIX CETAX, MOXKET ObITh HaliZIeHa U UCIIOJIb30BaHa KEM YIOJIHO,
B TOM YHCJIE HE 0053aTEIbHO C OJTaTUMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH B COIIMANIbHBIX CETSIX:

1. Orpanuub coMcoK Jpy3eil. Y Tebs B Ipy3bsAX HE JODKHO ObITh CIy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amumiail cBOX YacTHYIO *kH3Hb. He ykasbiBail mapoiu, TenedoHsl, ajgpeca, 1aTy TBOETO
POXKJIEHHS U APYTYIO JIMYHYI HH(DOpMAIHIO. 3M0yMBIIUIEHHUKH MOTYT UCIOJIb30BaTh JaKe
MH(OPMAIUIO O TOM, KaK Thl U TBOM POJUTEINH TUIAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amumiail CBOK pemyTaluio - Aep>KU €€ B UUCTOTE U 3a7aBail cebe BOMpOC: XOTel ObI THI,
YTOOBI JpYTHE IMOJIb30BATENIN BHUJIEIH, YTO Thl 3arpyxaeib? [lomymaii, nmpexae 4em uTo-To
OITyOJIMKOBAaTh, HAIIMCATh U 3arPy3UTh;

4. Ecii TBI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE peajbHOE UMS U
JPYTYIO JUYHYI0 HHPOPMALIMU: UMsI, MECTO JKUTEIbCTBA, MECTO y4eOBbl U IpoUee;

5. N36eraii pazmemenus ¢ororpaduit B uTepHeTe, 1€ Thl U300pakeH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIPENEINTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpamuu B COIMATBHOW CETH HEOOXOAMMO HCIIOIB30BaTh CIIOKHBIC MapOJIH,
cocTosmre u3 OykB U 1P U C KOJTMIECTBOM 3HAKOB HE MEHeEe §;

7. Hns comumanbHOM CETH, TOYTHI M JAPYTUX CAaWTOB HEOOXOAMMO HCIOJIb30BaTh pa3HbIE
naponu. Torga eciau TeOsl B3JIOMAIOT, TO 3JI0YMBIIUIEHHMKH IOJIydaT JOCTYH TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DNEeKTPOHHBIE JIEHBIHM - 3TO OY€Hb YAOOHBIA CIOCOO TMIIaTeXkeil, OJHAKO CYIIECTBYIOT
MOIONCHHUKH, KOTOPBIC XOTAT MOJYYHUTH OTU JCHBI'H.

DJNEeKTPOHHBIC JICHBI'W TOSBWIMCH COBCEM HENABHO M WMEHHO H3-32 3TOr0 BO MHOTHX
roCyapcTBax J0 CHX IOp He MPOIMCAHO PO HUX B 3aKOHAX.



B Poccum xe oHn QyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJIe UX Pa3/eifioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3pemaercs MPOBOAUTH ONepanuu 0e3 WACHTU(HUKAIMK MOJh30BaTeNs, a B
HEAaHOHMMHBIX UICHTH(PUKALIUS TOIb30BaTENs ABIsIeTCA 00s3aTeIbHOM.

Taxke cnemyer paszauyarh JJIEKTPOHHBbIE (HAaTHBIE JAEHBIUW (PaBHBI TOCYJApCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE He(pUaTHbIE JeHbIU (HE paBHBI FOCYAAPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 110 06€301acHOM paboTe ¢ ANEKTPOHHBIMU JIEHbIaMHU:

1. IlpuBsku K cyeTy MOOWIBHBIA TeleoH. DTO caMblii yIOOHBIH M OBICTPBIA CHOCOO
BOCCTAHOBHUTH JOCTYIl K cueTy. llpuBs3aHHbI TeneoH MOMOXKET, eciau 3a0ynelib CBOM
IJIATEKHBIN NIapOJIb WIIM 3al/ICIIb HA CAUT C HE3HAKOMOTI'0 YCTPOKCTBA;

2. Ucnone3yii ogHopa3osbie maponu. [locie mepexoma Ha YCHICGHHYIO aBTOpH3AIUiO Tebe
YK€ He OyZIeT yrpoKaTh OMMACHOCTh KPaKM WJIM TIEpeXBaTa MIaTeKHOTO Maposis;

3. Boibepu cnoxubiil mapoib. [lpectynHukam OyaeT He MPOCTO yraaarh CIOXKHBIM Mapolib.
Hanexxubie maposu - 3T0 mapoiiv, KOTOPBIE COJIEp:KaT He MeHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBbIE M MPOMUCHBIE OYKBBI, HU(PHI U HECKOIBKO CHMBOJIOB, TAaKME KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIATEIbHBIN 3HaK U T.I1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIeKTPOHHAA MOYTA

DJNEeKTpOHHAs TOYTa - 3TO TEXHOJIOTHS M TPENOCTABISIEMbIE €l0 YCIYTH IO IMEPEeChUIKEe U
MOJYYCHHUIO DJICKTPOHHBIX COOOIICHUH, KOTOPBIC PACIPENCISIOTCS B KOMIIBIOTCPHON CETH.
OOBIYHO ~ DJIEKTPOHHBIA  TMOYTOBBIA  SIIUK  BBIIAOUT  CICAYIOIIMM  OOpa3oM:
UMs_TIOJB30BaTesI(@UMSL_JTIoMeHa. Takke KpoMme TMepeqadyd MpOCTOro TEKCTa, HMMEeTCs
BO3MOXKHOCTH Ie€pe/iaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 6€30MacCHOM padoTe C AEKTPOHHOMN MOYTOM:

1. Hano BbIOpaTh mpaBUIIbHBIA TMOYTOBBIM cepBHC. B MHTEpHETE ecTh OrpOMHBIA BBIOOP
OecrIaTHBIX TTOYTOBBIX CEPBUCOB, OHAKO JYYIIIE JTOBEPSITh TEM, KOI'O 3HAEIIb U KTO MEPBBIN
B PEUTHUHTE;

2. He yxka3piBail B JIWYHOW mouTe JU4YHYIO WHGpopMaiuio. Hampumep, myumie BbeIOparh
"My3bIKanbHbIM _(aHat@" nnm "pok2013" Bmecto "temal3";

3. Mcnonb3yil IBYyXATAlHYK0 aBTOPU3ALMIO. JTO KOIJja IOMHUMO MapoJisl HY’)KHO BBOJIUTH KOJI,
npucbUIaeMblil mo SMS;

4. BpiObepu CcnoXHBIH Tapodb. JIJIsT KaXJAO0ro TIOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HaJIeKHBI, YCTOWYUBBIN K B3JIOMY IapOJib;

5. Ecam ecTh BO3MOXHOCTh HamucaTb CaMOMY CBOW JIMYHBIM BONPOC, HCIONB3YH 3Ty
BO3MO>KHOCTB;

6. Hcnonp3yll HECKONBKO TMOYTOBBIX SIIIUKOB. llepBblid 1A 4YacTHOM MEpPEenucKu C
azpecaraMy, KOTOPBIM Thbl JJOBEpsELIb. JTO IEKTPOHHBIN aJIpec HE HAJI0 HUCIOJIb30BaTh IIPH
peructpanuu Ha GopyMax U caiTax;

7. He otkpsiBail (paiiinbl u Apyrue BIOXKEHHs B MHCbMaX, JAa)Ke€ €CJIM OHU MPUILIH OT TBOUX
npyseit. Jlyure yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TU (Paiiiibr;

8. ITocne okoH4aHMs PabOTHI HA TMTOYTOBOM CEPBUCE TEPE]] 3aKPHITHEM BKIIAJIKU C CATOM HE
3a0y1b HaxaTh Ha "Beriitu".



KuOepOy/LuiMHT WM BUPTYyaJIbHOE U31€BATEIbCTBO

KubepOymnuar - mpecienoBaHue COOOLICHUSAMH, COACPIKAIIMMU OCKOPOJICHUS, arpeccuro,
3allyTMBaHUE; XYJIUTAaHCTBO; COLMAJIbHOE OONKOTUPOBAHUE C IIOMOLIBIO PA3IUYHbBIX
MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 6OPBOE ¢ KHOEPOYIITHHIOM:

1. He Gpocaiics B 60it. JIydmuii crioco0: mOCOBETOBAThCS KakK ceOst BECTH U, €CIIM HET TOTO, K
KOMY MOXHO OOpaTUThCS, TO BHayalle YCIOKOMThbCS. Eciau Tbhl HauHelmlb OTBEYarh
OCKOPOJIEHUSIMHU Ha OCKOPOJIEHHUSI, TO TOJBKO eI1e OOJIbIIIe Pa3oikiKellb KOH(IHKT;

2. Yrpapnsii cBoell KubeppemyTaiuei;

3. AHOHUMHOCTH B ceTu MHHMas. CyIIeCTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BecTu XyIMraHCKHI 00pa3 BUPTYyalbHOM Xu3HU. IHTEpHET (PUKCUPYET BCE TBOM
JEHCTBUS M COXPAHSCT UX. YIATUTh UX OyleT KpaitHe 3aTpyIHUTEIBHO;

5. Cobmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii equHuuHbIi HeratuB. OQHOpa30BbIe OCKOPOUTENbHBIE COOOIIECHUS JIydIle
UrHOpHpOoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha HadyalbHOW CTa/Iuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOIEHHUSMHU, B COLIMATIBHBIX
CETAX €CTh BO3MO)KHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHUI C ONPEIeICHHBIX apecoB;

8. Ecnu b1 cBUAETENb KNOEpOYyuInHra. TBOU AEMCTBUS: BBICTYIIUTh IPOTUB MpECIe10BaTEeNs,
[I0Ka3aTb €MY, YTO €ro JAEWCTBUS OLICHUBAIOTCS HETaTMBHO, IOJJIEPKATh KEPTBY, KOTOPOU
HY)KHa TICHXOJIOTUYECKask TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCHBHOTO IOBEIACHUS
B CETH.

MoOuabHblii TesegoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COIEPKaT B cede BIOJTHE B3POCIbIN (PYHKIIMOHA, U
Telepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMHM KoMIlbtoTepamu. OJIHAKO, CPEJCTB
3aIIUTHI ISl TOAOOHBIX YCTPOUCTB MOKa OY€Hb Masio. TeCTHpOBaHUE U MTOUCK YSI3BUMOCTEH B
HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak i [IK, To ke camoe kacaeTcss 1 MOOMIBHBIX
MIPUIIOKEHUMH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUUECKU JIOTHAJIM HACTOJBHBIC aHaJIOTH,
OJTHAKO pacuiupeHre (yHKIMOHANA BJIeYeT 3a COOON OONBIIYI0 CIONKHOCTh U MEHBIIYIO
3alIMILIEHHOCTbD.

Jlaneko He Bce MPOU3BOIUTENN BBIMTYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIs1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsl 0€30IMaCHOCTH MOOMIIHLHOTO Tele(oHa:

Huuero He sBiseTcsl mo-HacTosmeMy OecriaTHBIM. bylab OCTOpOXXEH, Belb Korjma Tebe
MpeiararoT OeCIUTaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TIJIaTHBIE YCITYTH;
Jymaii, nmpexae yem otrpaBuTh SMS, ¢poro miu Buaeo. Thl TOUHO 3HAEIb, I7Ie OHU OyAYT B
KOHEYHOM UTOTe?

HeobxomumMo 0OHOBIATH OMEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yii aHTUBUPYCHBIE TTPOTPAMMBI JIJIs1 MOOMIIBHBIX TEIE(POHOB;

He 3arpyxail npuiiokeHHsi OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT COJEpPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00€eCIIeUeHUE;

[Tocne Toro kak ThI BBIAIENIL C CalTa, TAC BBOAWI JUYHYI0O HHPOPMAIIUIO, 3alad B
HACTPOUWKHU Opay3epa U yaaiau cookies;

[Tepuonnuecku mpoBepsii, KaKue TIaTHbIe YCIYTd aKTUBUPOBAHBI HA TBOEM HOMEPE;



JlaBaii cBOil HOMEp MOOWJIBHOTO Tele(oHa TOJIBKO JIFONSM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomkeH OBITH BBIKIIIOYEH, KOTJAa Thl UM HE TOJb3yelibcs. He 3a0biBali mHOTIA
MIPOBEPATH 3TO.

Online urpwl

CoBpeMeHHbIE  OHJIAWH-UTPBI - OTO  KpacoyHble, 3aXBaThIBAIOIINE  PA3BICYCHUS,
00BEIMHSIONINE COTHH THICSIY YEJIOBEK 10 BceMy MUPY. VIrpoku MccieayroT JaHHBIH UM MHD,
00IIArOTCs JPYr C JIPYroM, BBIMOJHSIOT 3aJaHus, CPAKAIOTCS C MOHCTPAaMU U MOJIYYaroT
OMBIT. 3a YAOBOJBCTBHE OHHU IUIATAT: MOKYMAIOT JHMCK, OIJIaYMBAIOT a0OHEMEHT WIH
IPUOOPETAIOT KAKUE-TO OMIIUH.

Bce aTH cpencTBa uayT Ha MoAAEp)KaHUE M PA3BUTHE UIPHI, a TAK)KE HA caMy 0€30MacHOCTD:
COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIlMH, BBIMYCKAIOTCS HOBBIE maTdd (umdpoBbIe
3aIUIaTKU JUTS IPOTPaMM), 3aKPBIBAIOTCS yI3BUMOCTH CEPBEPOB.

B nmomoOHBIX Urpax CTOUT Omacarbesi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPakKU TBOETO
naposs, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3aLuy OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu apyroii UTpok BeJEeT ce0sl III0X0 WM CO3AaeT TeOe HENPUATHOCTH, 3a0JI0KUPYH €ro B
CIIUCKE UTPOKOB;

2. Iloxanyiics aIMUHUCTpAaTOpaM MIPbl Ha IJIOXOE MOBEACHHUE ATOr0 MIPOKa, JKEIaTelbHO
IIPWIOKUTH KaKHEe-TO J0Ka3aTelbCTBA B BUJIE CKPUHOB;

3. He yxassbiBaii TnuHy0 MH(OpMaiuio B npogaiiie urpsl;

4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;

5. He ycranaBnuBaii HeopHIMaIbHbIE TaTYU U MOIBI;

6. Mcnionb3yii C10KHBIE U Pa3HBIE I1APOJIH;

7. Hdaxxe BO BpeMs WIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYyc. [loka Tbl urpaemnib, TBOMH
KOMITBIOTEP MOT'YT 3apa3uTh.

DOUIIUHT WA Kpaika JUYHBIX JaHHbIX

OObI4HOI Kpakeil JeHeT U JTOKyMEHTOB CETO/IHS YK€ HHUKOTO HE YAMBHIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKA TIEPEMECTHINCh B HMHTEPHET, W TIPOJOIDKAIOT
3aHUMAaThCs "MIOOMMBIM" 1E€7I0M.

Tak mosiBHIIaCh HOBasl yrpo3a: WHTEPHET-MOIICHHWYECTBA WM (DWIIMHT, TIaBHAs IIeIb
KOTOPOTO COCTOWT B TOJNyYCHHH KOH(HICHIIMATHHBIX NAaHHBIX ITOJIb30BaTENCH - JIOTHHOB U
naponeil. Ha anrmiickoM si3pike phishing untaercs kak ¢gummar (ot fishing - peionas nosins,
password - maposs).

OcHOBHBIE COBETHI IO OOPHOE € (PUIIUHTOM:

1. Cnemu 3a cCBOMM akKayHTOM. EcIi THI Mo/103peBaeiiib, 9To TBOSI aHKETa OblIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ M COOOIINTH aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
cKopee;



2. Wcmonp3yii G6e3omacHbie BeO-CalWThl, B TOM YHCJIE, WHTEPHET-Mara3uHoOB M TOMCKOBBIX
CUCTEM;

3. Ucnonp3yit cloxHBIE W pa3Hble Mapoiu. Takum oOpa3oM, eciu TeOs B3JIOMAOT, TO
3JIOYMBIIIUICHHUKH TOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY MPOQIIII0 B CETH, a HE KO
BCEM;

4. Ecnu Tebs B310MaNM, TO HEOOXOAMMO MPEAYHPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBjeHbl y TeOsI B IPYy3bsX, O TOM, YTO Te€Os B3JIOMaIUd M, BO3MOXHO, OT TBOETO MMEHH
OyaeT paccbuIaThCsl CIIaM M CChUIKH Ha (DUIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbil apois (PIN) Ha MoOmIbHBIN TenedoH;

6. OTKIII04M COXpaHEHUE Tapois B Opaysepe;

7. He oTkpbiBaii ¢ailyibl u Jpyrue BIOKEHUsS B MUChbMaX, JaKe €CIIM OHU MPHIIUIA OT TBOMX
npy3eit. Jlyunie yrouHu y HUX, OTIPABIISUIH JTH OHU TeOe 3TU (aiiibl.

Mu¢posas penyranus

[ludpoBast pemyrauus - 3TO HEraTMBHas WJIM TO3UTUBHas MH(poOpMauus B ceTu o Tede.
KommpomeTrupyromast uHpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3zoM
OTpa3UThCs HA TBOEH peasibHOM »xu3HU. "LludpoBas penyrauus" - 3T0 TBOM UMUK, KOTOPBIH
dopmupyercs u3z nHpopMauu o Tede B UHTEPHETE.

TBOEe MecTO KHUTEIbCTBA, YU4eObl, TBOE (PMHAHCOBOE IOJIOKEHHUE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJM3KHUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue MmoapOCTKH JIETKOMBICICHHO OTHOCATCS K IyONMKalMU JIMYHOM HMH(OpMauu B
WuTepHeTe, HE NMOHMMAasl BO3MOXKHBIX MOCHEACTBUN. Thl Jake HE CMOXKELIb J0Tagarbesl O
TOM, uTO (poTorpadusi, pazMelleHHas 5 JeT Ha3a/l, CTajla IPUYMHOM OTKa3a NPUHATH TeOs Ha
paborty.

KomMmenTapuu, pasmenienue tBoux (ortorpaduii u npyrue AeMCTBUS MOTYT HE MCUE3HYTh
JaXe TOocJie TOro, Kak Thl MX yJanuib. Thl HE 3HAElb, KTO COXpaHWI 3Ty HMH(OpMaluio,
ronajia Jii OHa B IIOMCKOBBIE CHCTEMBI M COXPAHWIACH JIM OHA, a MIABHOE: YTO MOAYMAOT O
Tebe OKpYXaroIlMe JIIOAU, KOTOpble HaWIyT U yBUAAT 3T0. HaliTu mHpopmanyo MHOTO JeT
CIIYCTSI CMOXeT JI000H - Kak M3 J0OpbIX MOOYKIEHHWH, TaK M C HAMEPEHHEM NPUUYMHUTH
Bpe. DTO MOXKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI IO 3aIIUTE U(PPOBOI pemyTaruu:

1. Tlomymaii, mpexae uyeM 4YTO-TO IMyONUKOBaTh M IepenaBaTb y ceOs B Ojore Wi B
COIMaNLHON CETH;

2. B nactpoiikax npoduis ycTaHOBM OTpaHHYEHHUS HA IPOCMOTP TBOETO MPOGUISL U €ro
COZIEP’KUMOT0, CHIeJIail €ro TOJBKO "miist npy3eit”;

3. He pa3memaii u He yka3biBaii HHOOPMAIIHIO, KOTOPAst MOXKET KOTO-THMO0 OCKOpPOJIATh WIIN
00MXaTh.

ABTOpCKOe IPaBo
CoBpeMeHHbIE IIKOJIBHUKM - aKTUBHBIE MOJIb30BaTeIM LU(POBOro npocrpancTBa. OQHAKO

JAJIEK0 HE BCE 3HAIOT, YTO IIOJIb30BAaHHE MHOTHMH BO3MOXXHOCTSIMH ITHU(PPOBOTO MHpa
TpeOyeT COONIOIEHUs MTPaB Ha UHTEIUICKTYaIbHYI0 COOCTBEHHOCTbD.



TepmMuH "WHTENJEKTyaJlbHasE COOCTBEHHOCTh"' OTHOCHUTCS K Pa3IUYHBIM TBOPCHHSIM
YeJOBEYECKOTO yMa, HAYMHAasg C HOBBIX H300pETEHHMH M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPONYKTHI W YCIYI'M, W 3aKaH4YMBasg KHUTaMH, (otorpadusmu,
KUHO(DHUIBMAMU ¥ MY3BbIKaJIbHBIMHU TIPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO NpaBa HAa MHTEUIEKTYaJIbHYIO COOCTBEHHOCTh Ha IMPOW3BEACHUS
HayKH, JIMTEPATYphl U UCKYCCTBA. ABTOPCKHE IIpaBa BBHICTYMAIOT B Ka4€CTBE TapaHTHH TOTO,
YTO MHTEJUICKTYaJbHBIM/TBOPYECKUN TPyl aBTOpa He OyleT HampacHbIM, JacT €My
CIpaBeUIMBbIE BO3MOXKHOCTU 3apaboTarb Ha pe3yiabTarax CBOEro Tpydd, MOJYyYUTh
U3BECTHOCTh U mpu3HaHue. Hukro 0e3 paspelieHus aBropa HE MOXKET BOCIHPOU3BOIUTH €ro
IPOM3BE/ICHUE, PACTIPOCTPAHSATH, TyOJIUYHO JEMOHCTPUPOBATH, MIPOAABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJINYHO UCHOIHATD, TOKA3bIBATh/UCIIONHATH B d(HpE WIN pa3Menarh B
WNHurepHere.

Hcnonb3oBanue "muparckoro” MporpaMMHOTO OOECIEYeHHS MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaM J10 OJOKMpPOBKM TBOETO yCTPOWCTBA, Te
yCTaHOBJICHA HeJerajibHas mporpamma. He crtouT Ttakxke 3a0bIBarh, 4YTO CYIIECTBYIOT
JerajgbHble U OecIIaTHbIe MPOTrPAMMBI, KOTOPbIE MOXKHO HAWTH B CETH.



